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Cloud Without Compromise
by Dave Frederick, Senior Director of Media & Entertainment, Quantum.

THE EVOLUTION OF MEDIA CONSUMPTION across multiple mediums 
has fuelled an increase in the volume and variety of files media 
companies must handle. Seeking a scalable and economical solution for 
storing this content, most media companies have embraced cloud storage.

While many small and mid-sized production companies have already 

implemented the cloud for content storage, they are now starting to migrate 

production tasks – often key elements of their end-to-end workflows – to the 

cloud. Such companies are using public cloud services, private cloud located 

on premises or at a data centre, or a combination of the two.

The Move into the Cloud

Today the cloud provides both storage and compute resources optimised for 

media, and a growing array of cloud-based applications that support on-

premise production workflow. For those media companies with staff working 

across multiple facilities – with content moving via WAN-accelerated transfer 

or a similar mechanism – and also connected to a private cloud, it’s become 

commonplace to ingest content and push it to the cloud where it is accessible 

by the entire creative team.

Through integration of the private cloud with a company’s storage system, 

media companies can manage content across both online storage and more 

affordable near-line and cloud storage, employing a policy-based software 

layer to align their cloud-based resources to specific parts of overall workflows. 

A cloud-enabled media asset management system adds further sophistication 

to this approach, making media available where and when it is needed. 

Encryption in transit and at rest ensures ongoing security. By preserving and 

leveraging content metadata and file information, advanced MAM systems can 

facilitate metadata-powered searches, analysis, and tracking in the cloud.

Long-Term Data Vault

Once early concerns over security and the cloud were overcome, media 

companies started to use the public cloud as a flexible and scalable way to 

extend data protection and disaster recovery to an offsite target. Using this 

approach, companies can replicate and store media files in multiple geographic 

locations, often in a pay-as-you-go model that yields appealing operating 

expense savings over capital expenses. As a result, the public cloud now serves 

as a cost-effective backup medium.

While the cloud as a long-term data vault doesn’t necessarily provide fast 

access to content, it makes it feasible to store the massive volumes of content 

that companies need to maintain, such as footage from every hole during every 

round of a golf tournament, even though they rarely need access to it. For 

content that may become a valuable part of production down the road, long-

term off-site storage in the cloud is ideal.

Transcoding

Processing in the cloud also is becoming common, largely because of how it 

supports and streamlines content-monetisation workflows. By maintaining 

content in the cloud and transcoding according to the disparate requirements 

of various targets, media companies can deliver content quickly and easily. The 

burden of supplying infrastructure, power and adequate compute resources 

falls on the cloud service provider. A similar cloud-based media-processing 

workflow is being used in the broadcast realm for distribution of content to 

affiliates for broadcast to air.

Proxy Editing of Lower-Resolution Multiplatform Content

Companies with geographically dispersed production teams use cloud storage 

to make content accessible to all team members. This model is proving useful 

for creation of lower-resolution content targeted to digital and social media 

outlets. It also offers 

benefits for remote 

production workflows, 

as it allows team 

members to perform 

editing tasks for 

live events without 

being onsite. This 

also reduces costs 

associated with travel 

and equipment  

transport and setup.

Further areas of 

production are moving to the cloud as popular production applications 

evolve to span cloud and ground, providing cost savings or reducing time to 

delivery, or both. The automation of ingest and delivery processes supports a 

seamless workflow and allows media companies to maintain the feel of a local 

production model. Advanced transcoding and streaming engines deliver the 

speed necessary for real-time production workflows. A workflow automation 

system manages and synchronises all assets and content, whether on premise 

or in the private cloud.

Security and the Cloud

Security in the cloud has not proved to be a significant issue. One concern 

raised with public cloud storage has been multi-tenant use and the possibility 

of others hacking into content. At this point, large public cloud service 

providers have established formidable security measures. Although media 

companies have more control over private cloud hosted on site, this type of 

storage is vulnerable to the same kinds of breaches as other locally hosted 

systems and requires the same attention to security.

The security of content moving to and from the cloud is another concern that 

has largely been alleviated through ongoing advances in cloud technology. 

Client-side encryption with user key management and SSL encryption of data 

in flight, combined with encryption support of applications used on the ground 

and in the cloud have provided what most companies consider an appropriate 

level of content security.

Another key benefit of storing media content on cloud services is that the task 

of migrating that content to the appropriate format for long-term preservation 

becomes the responsibility of the provider. Rather than undergo the painful 

migration of a large data archive on a RAID array or tape library to a new format 

and/or storage medium, content owners can let the cloud service provider 

ensure ongoing data protection and availability. Given this responsibility, the 

larger cloud service providers implement their own backup systems to be sure 

they can meet their obligations to customers.

Creative Gains and Cost Savings, Without Compromise

Modern media facilities are moving forward in establishing secure, cost-

effective and flexible production workflows spanning ground and cloud. In 

doing so, they are realising the agility and efficiency needed to work effectively 

with more content, and a greater variety of it, and to deliver finished content 

faster. The cloud affords media companies an economical and scalable means 

of enabling flexible access to content and key production applications, while 

reducing on-the-ground infrastructure, operation and maintenance costs.


